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Abstract

Testinghasa vital supportrole in the softwae engineer
ing processput developingtestsoftentakessignificantre-
sources. A formal specificationis a repositoryof knowl-
edge abouta systemand a recentmethodusessud speci-
ficationsto automaticallygeneate completetestsuitesvia
mutationanalysis.

We definean extensivesetof mutationopemtors for use
with this method. We report the resultsof our theoretical
andexperimentalinvestigationof therelationshipsbetween
the classesof faults detectedoy the variousopenators. Fi-
nally, werecommendetsof mutationoperators which yield
goodtestcoverage at a reducedcostcompaedto usingall
proposecdbperators.

1 Intr oduction

A formal specificationis a repository of knowledge
about a system. In particular a specificationprovides
valuableinformation for testing programs. For instance,
specification-basetesting may detecta missing path er-
ror [12], thatis, a situationwhen an implementationne-
glectsanaspecbf a problem,anda sectionof codeis alto-
getherabsent.Sincethereis no evidencein the codeitself
for theomission sucherrorsarevery hardto find by analyz-
ing the codealone. Further code-basedestingis not pos-
sible for somesystemsbecausedestersdo not have access
to the sourcecode. Additionally, generatingtestsfrom a
specificationcanproceedndependentlyof programdevel-
opment,andthe createdtestsapply to all implementations
of thespecificationg.g.,ports.

Ammannand Black describeda novel methodusing a
combinationof model checkingand mutationanalysisto
automaticallyproducetestsfrom formal specificationq2]
and measurdestcoverage[l]. The testcasesconsidered
in the methodconstitutea completetest suite, that is, all
testcasesnclude both inputsandexpectedresults. Model
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checkingis a formal techniquefor verifying that tempo-
ral logic expressionsare consistentwith all executionsof
a statemachine. Mutation analysis[9] usesmutationop-
eratorsto introducesmall changespr mutations,into the
specification,producingmutantspecifications.Better test
setsarethosewhich revealmoremutants.

Ammann and Black defineda few mutation operators
for formal specificationsbut did not considertheir relative
merits. In this paper we describea larger setof mutation
operators,including somenew ones. We compare,both
theoreticallyand empirically, the effectivenessof the op-
eratorsandthe numberof mutationsthey produce.For the
theoreticalcomparisonye extendKuhn's analysisof fault
classeg$14] andtie it to mutationoperators.

1.1 Software Testingand Model Checking

Model checkingis aformal verificationtechniquebased
on stateexploration. A modelcheckingspecificationcon-
sistsof two parts. One part is a statemachinedefinedin
termsof variablesijnitial valuesfor the variablesenviron-
mentalassumptionsandadescriptionof the conditionsun-
der which variablesmay changevalue. The otherpartis
temporallogic expression®ver statesandexecutionpaths.
Conceptuallyamodelcheclervisitsall reachabletatesand
verifiesthatthetemporalogic expressiongresatisfiecover
all paths. When an expressionis not satisfied,the model
checler generates countereamplein the form of atrace
or sequencef statesjf possible.

Although model checkingbegan as a methodfor veri-
fying hardware designs,thereis growing evidencethat it
canbe appliedto specificationgor large software systems,
suchasTCAS Il [7]. In additionto verifying propertiesof
software,modelcheckings beingappliedto testgeneration
andtestcoverageevaluation[2, 6, 10, 11].

In both uses,one begins with selectionof a test crite-
rion [12], thatis, a decisionaboutwhat propertiesof a
specificatiormustbeexercisedo constituteathoroughtest.
Somespecification-basetkstcriteriaareconjunctve com-



plementaryclosurepartitions[6], branchcoveragg11], and
mutationadequag [1].

Thechoserntestcriterionis appliedto the specificatiorto
derive testrequirementsi.e., a setof individual properties
to betested.To useamodelchecler, theserequirementsire
representedstemporallogic formulas. To evaluatecover
ageof atestset, eachtestis turnedinto an executionse-
guenceandthe modelchecler determineswhich require-
mentsaresatisfiedby the execution.Seg[1] for details.

To generatetests, the test criterion is appliedto ulti-
mately yield negative requirementsthat is, requirements
which areconsideredatisfiedif they areinconsistentvith
the statemachine Whenthemodelchecler findsarequire-
mentto be inconsistent,it producesa countergampleif
possible. The countergamplescontainboth stimulusand
expectedvalues sothey maybeautomaticallycorvertedto
completetestcases.

Specification-BasedMutation Adequacy

Mutationadequay is a testcriterionwhich naturallyyields
negative requirementskirst, a setof temporallogic expres-
sionsrestating,or reflecting,the statemachines transition
relationis derivedmechanically{1]. This set,togethemwith

pre-&isting expressionsif ary, is consistentvith the state
machineand compriseshe part of the specificationto be
mutated.

A mutantspecificationis producedby applyinga single
mutationoperatoronceto thetemporallogic portion of the
specification Applying operatorgepeatedlyyields a setof
mutants. The mutantsrepresennegative requirementsso
they canbeusedfor bothtestgeneratiorandevaluation.

The SMV Model Checker

We choseapopulammodelchecler, SMV [15]. It usesCom-
putationTree Logic (CTL) [8], which is a branching-time
temporallogic extendingpropositionallogic with temporal
operators.

HereisashortSMV example.“Request’is aninputvari-
able,and“state”is ascalawith possiblevalues‘ready” and
“busy” Theinitial valueof stateis “ready” Thenext state
is “busy” if the stateis “ready” andthereis arequest.Oth-
erwisethe next stateis “ready” or “busy” nondeterministi-
cally. The SPECclauseis a CTL formulawhich stateghat
wheneer thereis a request,statewill eventuallybecome
“busy”

MODULE mai n
VAR
request bool ean;
state : {ready, busy};
ASSI GN

init(state) := ready;

next (state) := case
state = ready & request
1 : {ready, busy};
esac;
SPEC AG (request

busy;

-> AF state = busy)

The choiceof modelchecler forcesthe specificationto
bein thelanguagenhich the modelchecler acceptsSome
might objectthat SMV'’s statemachinedescriptionis attoo
low alevel for practitionergo use,andwe agree.A practi-
cal systemmustextractstatemachinegrom higherlevel de-
scriptionssuchas SCRspecificationg3], MATLAB state-
flows[4], or UML statediagrams.

1.2 Hierarchy of Fault Classes

Mutation operatorsarerelatedto the setof fault classes
which Kuhnanalyzed14]. Thesetincludes:

e Variable ReferenceFault (VRF) - replacea Boolean
variablex by anothewvariabley, z # y.

e Variable Negation Fault (VNF) - replacea Boolean
variablex by z.

e ExpressiorNegationFault (ENF) - replacea Boolean
expressiorp by p.

e Missing Condition Fault (MCF) - a failure to check
preconditions.

EarlierKuhndevelopeda techniqug13] basedn pred-
icate differencefor analyzingeffectsof changesn formal
specifications.Applying this technique he derived a hier-
archy of fault classesusedin specification-basedoftware
testing.

The detectionconditionsfor a predicateP arethe con-
ditions underwhich a changeto P affectsthe value of the
predicateP. A testdetectsanerrorif andonly if afaulty
predicateP’ evaluatesto a differentvaluethanthe correct
predicateP, e.g.,P @ P'.

Let P? beapredicateP with all freeoccurrencesf vari-
ablex replacedy expressiore. Let F' beafaultin whichz
is replaceddy e. Thefault F' is detectedinderthe condition
PoP?.

If S is aspecificatiorin disjunctve normalform (DNF),
theconditionsfor detectingVRF, VNF, andENF are:

e Svrr = S & S;, wherez andy aredistinctvariables
in S, andy is substitutedor x.

o Synr =S & SZ, wherex is avariablein S.

e Spnr =S ® S¥, whereX is anexpressiorin S.

Therelationshipdetweendetectionconditionsare:



e If thevariablereplacedn Sy gr is the samevariable
negatedin Sy ~nF,thenSyrr = SynF.

e If all expressionscontainingthe variable negatedin
SVNF arenegatedin SENF! thenSVNF — SENF-

Kuhn concludesthat ary testthat detectsa VRF for a
variablein apredicatealsodetectsa VNF for the samevari-
able, and ary testthat detectsa VNF for a variablealso
detectsan ENF for the expressionn which thevariableoc-
curs.

WeuseKuhn’sapproacheandtheoreticabonclusiondo
analyzemutationoperators Section2 definesmutationop-
eratordor specificationsogethemvith theirrespectie fault
classesSection3 investigatesherelationshipdetweerde-
tectionconditionsfor severalfault classesanalyticallyand
comparesheeffectivenesof the mutationoperatorsexper
imentally We presentour conclusionsaboutthe relative
merit of mutationoperatorsn Sectior4.

2 SpecificationMutation Operators

We usethe following overall guiding principles[17] to
formulateandimplementour mutationoperators:

1. Mutationcategoriesshouldmodelpotentialfaults.
2. Only simple first ordermutantsshouldbe generated.

3. Only syntactically correct mutantsshould be gener
ated.

4. The user should have control over the selectionof
which mutationcategoriesto applyat any onetime.

Thefirst principlemeanst is importantto recognizedif-
ferenttypesof faults. While presentingnutationoperators,
we statewhich specificationfault classesare modeledby
theoperatorsin fact,eachmutationoperatoiis designedo
uncoverfaultsbelongingto the correspondindault class.

Sincewe areinterestedn relatingour work to the theo-
reticalresultsobtainedn [14], we definethemutationoper
atorssothattheirrespectiefaultclassesloselycorrespond
to thosedefinitions. For example,considerthe following
fault. The constant; is replacedwith constant; in the ex-
pression: = ¢;, wherez is avariable.If Booleanvariables
a1 andas representt = ¢; andx = cq, respectiely, then
thisis avariablereferenceault (VRF). To accountfor this
andsimilar caseswe needthe definitionsbelow.

2.1 Definitions

We define,similarly to [16], a simpleexpressionrasone
of thefollowing, possiblynegated:

e A Booleanvariable.

e An expressiontokenl = token2, wheretokenl and
token?2 are either a variableof type scalaror a con-
stant,e.g., state = busy, Where state is a variable
andbusy is aconstanfrom the domainof state.

e A simple relational expression: tokenl operator
token2, wheretokenl andtoken2 are eithera vari-
able of typeinteger or a constantoperator is oneof
<7 Sa = #7 >, 0r Z

A compoundexpressionconsistsof at leastone binary
Booleanoperator(including conjunction,disjunction)con-
nectingtwo or moreexpressionsandpossiblynegationop-
eratorsandparentheses.

We considertwo kinds of operandsn CTL: statevari-
ablesand symbolic constants. Statevariablesmay be of
Boolean,scalaror integer type. Value of a scalarvariable
is drawn from a finite setof constants An integervariable
takesvaluefrom arange. An SMV specificationmay also
containsymbolicconstantglefinedby the userto represent
integers.

We defineUTo pEr to bethesetof uniquetracesgener
atedby mutationoperatorO PER.

Additionally, the following notationis usedthroughout
thepaper:

e V andA representlisjunctionandconjunctionrespec-
tively in the formulas. However, when presenting
SMV specificationsve useinstead and&, sincethey
areapartof SMV syntax.

e — representémplication,® representsxclusive or.

e 1 andO0 areusedto denote“true” and“false; respec-
tively.

2.2 Categoriesof Mutation Operators

Eachfault classhasa correspondingnutationoperator
Applying a mutationoperatorgivesrise to a fault in that
class.For example,instance®f the missingconditionfault
(MCF) classcanbe generatedby a missingconditionoper
ator (MCO). Notethatthe abbreviation of the mutationop-
eratorendsin O, andthe abbreviation of the corresponding
fault classendsin F. Below we definemutationoperators
for commonfault classes.

Althoughmutationoperatorsareindependensof ary par
ticular specificatiomotation herewe presenthemfor CTL
specifications. lllustrative mutantsfor eachoperatorare
shavnin Tablel.

e OperandReplacemenDperato{ORO).



Replaceanoperandthatis, a variableor constantby
anothersyntacticallylegal operand.

Do notreplaceheoperandf it resultsn aconstan{cl

operator ¢2) or reflexive (z operator x) expression,
sinceanequvalentmutantis producecddy applyingthe
Stuck-At operatordescribedbelon. Do not replacea
numberwith anothemumber sincethis may resultin

too mary mutants.

e SimpleExpressiorNegationOperator(SNO).

Replacea simpleexpressiorby its negation.

e ExpressiorNegationOperato(ENO).

Replacean expressionby its negation. Temporalex-
pressionssuchas AG and EF, are not negatedsince
SMV doesnot producecountergamplesfrom such
mutants.

e Logical OperatoReplacemenfL RO).

Replacealogical operator(&, |, —) by anothedogical
operator

¢ RelationalOperatoReplacementRRO).

Replacea relational operator (<, <, >, >, =,#) by
ary otherrelationaloperatoy exceptits opposite. For
example,do not replace< with its opposite,>, be-
causeahatis thesameasnegatingtheexpressionOnly
replace= or # whenappliedto anintegerexpressions.

e Missing ConditionOperatofMCO).

Deleteconditions(only simpleexpressionsjrom con-
junctions,disjunctionsandimplications.

e Stuck-AtOperator(STO).

This consistsof two operators:stuck-at-0,replacea
simple expressionwith 0, and stuck-at-1,replacea
simpleexpressiorwith 1.

e Associatve Shift OperatorfASO).

Changeheassociatiometweervariablesg.g. replace
z — y1&ya&ys with (z = y1)&y28ys. We do not
replacethe formulawith (x — y;&y2)&ys. Thisre-
duceghe numberof mutantsgeneratedy ASO.

Tablel containsmutantsgeneratedrom threeformulas:
the CTL formulapresentednh Sectionl.1,theformula“AG
(x & y = z)" (by ASO), andthe formula“AG (WaterPres
< 100)” (by RRO).

If the numberof atoms(variablesand constants)n a
specifications V' andthe numberof valuereferencess R,
ORO resultsin O(V * R) mutants,whereasSNO, LRO,
MCO, STO, ASO andRRO resultin O(R) mutants.

Operator| ExampleMutants
ORO AG (request— AF state= ready)
SNO | AG (request— AF state= busy)
AG (request— AF (Istate= busy))
ENO | AG (!(request— AF state= busy))
LRO AG (request: AF state= busy)
AG (request AF state= busy)
MCO | AG AF state= busy
STA AG (0 — AF state= busy)
AG (1 — AF state= busy)
AG (request—> AF 0)
AG (request—> AF 1)
ASO | AG (x& (y — 2))
RRO AG (WaterPres<= 100)
AG (WaterPres> 100)
AG (WaterPres= 100)
AG (WaterPred = 100)

Table 1. Mutation Operator s and their lllustra-
tive Mutants.

2.3 Correspondenceo Kuhn'sFault Classes

Our mutationoperatorgyenerallydo not corresponaex-
actly to Kuhn's fault classeqd14]. Considera fault when
expressionz < c is replacedwith z > ¢, wherezx is a
variableandc is a constant.If we have booleanvariables
represent: < c andz > ¢, thisis avariablereferencedault
(VRF).

If we combineORO and RRO into a single operator
ORO™, this new operatomgenerates classof faultsclosely
matchingVRF. We call its correspondindault classORF*.

For analysiswe defineamutationoperatomhich gener
atesa classof faultsidenticalto VRF. This SimpleExpres-
sionReplacemer®peratol(SRO) replacesa simpleexpres-
sionby every othersyntacticallyvalid simpleexpressiorof
atomsin themodel.

SRO sometimegyeneratesigher order mutants,so by
Woodward’s principle [17], it should not be usedfor test
generationAdditionally, theoperatomproducesaverylarge
numberof mutants.Not surprisingly SRO generatea setof
mutantswhich includesthoseof ORO™, thusUTpro+ C
UTskgo.

3 Comparison of Mutation Operators

In this sectionwe analyzetherelationshipbetweerser-
eral fault classedor restrictedform of specificationsand
we studythe mutationoperatorexperimentally



3.1 Theoretical Comparison of Fault Classes

Analysis of Faults in Formulas

For analysis,we only considerspecificationswith formu-
las in disjunctve normal form (DNF), i.e., a1as ...ar V
biba... by V-V 2i29.. .2y, Wherea;, by, ..., 2 aresim-
ple expressions.Here andin the theoremproof below, A
is sometimesomitted, e.g., a;as - - . a, IS a shorthandfor
a1/\a2/\.../\ak.

Let x beasimpleexpressionin aformulaS, andX bea
possiblycompoundaxpressiorin S. Herearethe detection
conditionsfor severalfault classes:

® Ssyrp=S5®S5%.
. SENFZS@S%(.

o Sstr = SsToASsT1,WhereSsrg = S®S§, Sst1 =
S®Se.

e Ssrr =S ® Sy, wherey is asimpleexpressiorin S,

y# .

The definitionsof Sgyr and Sggr areidenticalto the
definitionsof Sy yr and Sy gr in Sectionl.2 exceptthat
“simple expression”is substitutedfor “variable”. Simple
expressiorwasdefinedto closelycorrespondo theBoolean
variablein [14]. Thedefinitionof Sgyr comesfrom Sec-
tion 1.2. So underconditionsin that section,Ssyr —
Senr andSsgrr = SsnF.

ORF andORFt arenot definedfor expressionsthere-
fore, we cannotstrictly analyzetheir relationshipto Ssn r.
However, sinceORFand,especiallyORF', aredefinedto
closelymatchVRF, we believe that OROt detectsSNFE

Theorem If the simple expressionreplacedby 0 or 1 in
Ssrr isthesamesimpleexpressiomegatedn Ssnr,
thenSsrr = SsnF.

Proof.

As in [14], the theoremfollows if dSj* — dS3! and
sy — dsg.

The detectionconditions for arbitrary stuck-at-Oand
simpleexpressiomegationfaultsaredSg* = S @ S§* and
dsit = S @ S%.

For simplicity, let B = (by Vby V- Vb, )A---A(Z1 V
ZaV -V Z,).

dSé“ = ((11(12 ...akalbz ...me---Vzlzg...zn)GB
(0Vb1b2 bV V2129 ... Zn) = (a1a2 .. ak@O)/\B =
(a1a2 . ak) N B.

dS;ll = (alag ...akale ...me"'VZ12’2...Zn)@
(&1a2...ak V biby...b,, V --- V 3122---271) =
(aras...ap ®d1as...ax) NB = (az...ar) A B.

Sinceaias ...ar — as . ..ag, thendSg* — dSg;.

Similarly, for astuck-at-1fault,sincedS{* = S® S{* =
(C_llaz . ak) A B, thendel — dsg;

Therefore Ssrr — SsnF. Q.E.D.

Now conside™MCF andSTF Droppingasimpleexpres-
sion z from a conjunctionis the sameas settingz = 1,
which is a stuck-at-1fault. Droppingz from a disjunction
is the sameassettingz = 0, a stuck-at-Ofault. Therefore,
Sstr = SmcrF.

TestGeneration fr om Actual Specifications

Actualspecificationgregenerallynotin DNF. Themutants
of a DNF representatiomre differentfrom the mutantsof
theoriginal. Onepartof ourcurrentresearclis to determine
whateffect, if any, thisdifferencehason resultingtests.

Toillustratethedifferencelet .S beaspecificatiorand.S’
betheDNF representationf S. Somefirst ordermutantsof
S cannotbe generatedrom S’ sincethey arehigherorder
mutantsof S’, andsomefirst ordermutantsvhichwould be
generatedrom S’ areactually higherordermutantsof the
original S.

For example,if S = z — y, thenS' = zy V Ty V Ty.
Settingthe first appearancef z to 0in S’ resultsin Zy V
Zy = Z, which is not a first order mutantof the original
formulaandis anunlikely error.

Consequentlywe apply mutationoperatorgo the unal-
teredspecificationandthetheoreticakesultsdo not strictly
apply.

SupposeOP1 and OP2 are mutation operatorsand F1
andF2 aretheir respectie fault classes.Supposelsothat
Sr1 — Spo. This suggestghat OP1 detectsF2, thatis,
UTop2: C UTpp;. However, theimplication may be triv-
ially truebecauser; is universallyfalseor Sk is univer-
sallytrue. Considerthe casewhereOP1lgenerates consis-
tentmutant,e.qg. , if the specificationis SPECAG (x | y),
thenS =z vy, and

dSf =(zVy)d(1Vy)=ZAJg.

dsz = (zVy) @ (& Vy) = 7.

ThereforedSy — dS2. However, the mutantgenerated
by settingz to 1 is alwaystrue anddoesnot resultin atest
case.

Similarly, OP1 may not generatea mutant. Suppose
an SMV specificationcontainsonly one variable, z, of
type Boolean,and one clauseSPECAG (x). SRO does
not generateary mutants,whereasSNO generates mu-
tantwith z. This mutantis likely to producea testcase.
Even though Ssgr — Ssnr, since UTsgro is empty
UTsno € UTsgro, andSRO doesnot detectSNF in this
case.

Sincethe sametestcaseis usuallyderivedfrom a num-
berof mutantspecificationsye hypothesizehattheissues
mentionedn this sectiondo not significantlyaffect there-
sultsfor SMV specification®f considerablsize. However,



SPEC | Boo- Sca- Inte- Total
clauses| leans lars gers vars
Cruise
Control 14 8 3 0 11
Safety
Injection 22 1 3 1 5
CPU
Stack 21 1 3 0 4

Table 2. Number of CTL Formulas and Vari-
ables in Sample Specifications.

it is importantto experimentallysupportthesetheoretical
results.

3.2 Empirical Comparison of Mutation Opera-
tors

To empirically confirm theseresults,we developedan
extensibletool for generatingnutationsof SMV specifica-
tions, usingthe SMV parser It allows usto selectvely ap-
ply mutationoperatorsResultingindividual mutationamay
beleft in individual SMV files or combinednto asinglefile
for fastermodelchecking. The sourcecodeanddocumen-
tationareavailablefrom the authors.

WeranexperimentonthreeSMV specificationso com-
parethe mutationoperatorsan termsof the numberof test
casesproducedand the specificationcoverage. Table 2
shavsthenumberof CTL formulasandthe numberof vari-
ablesin eachof thespecificationsHerearesomeadditional
details:

e CruiseControl[3]

Two of the scalarvariableshave the samedomain:
{Activate, Deactvate, Resumé. The third hasa do-
mainof cardinality5.

e Safetylnjection[5]

Two scalarvariableshavethedomain:{On, Off}. The
third hasa domainof cardinality3. The integer vari-
abletakesvaluesbetweerD and200,butit is only com-
paredwith 2 differentsymbolicconstants.

e CPUStack

The scalarshave domainswith cardinality3, 4, and6,
respectiely.

Empirical Evaluation of Mutation Operators

Table3 givesthetotalnumberof mutantsthenumberof se-
manticallyunique,inconsisten{U-1) mutantsandthenum-
berof uniquetestcasesr tracesgeneratedby applyingthe
mutationoperatorgo the samplespecifications.

U-1 Unique
Mutants Mutants Traces

CruiseControl 879 116 24

Safetylnjection 730 86 21

CPU Stack 924 81 9

Table 3. Number of Mutants and Traces for
Specifications.

Operator| Mutants CEs UTs Coverage
OROT 405 152 24 100%
ORO 405 152 24 100%
SNO 72 47 21 96.6%
ENO 130 105 21 96.6%
LRO 116 87 14 87.9%
RRO - - -

MCO 72 40 18 93.1%
STO 144 47 21 96.6%
ASO 12 8 4 62.9%

Table 4. Cruise contr ol example results.

Operator| Mutants CEs UTs Coverage
ORO™ 202 99 21 100%
ORO 130 63 17 94.2%
SNO 83 51 15 90.7%
ENO 144 104 15 90.7%
LRO 122 82 10 83.7%
RRO 72 36 10 50.0%
MCO 79 50 13 87.2%
STO 166 51 15 90.7%
ASO 17 17 5 47.7%

Table 5. Safety injection example results.

Operator| Mutants CEs UTs Coverage
ORO™ 279 135 9 100%
ORO 279 135 9 100%
SNO 75 52 7 97.5%
ENO 129 100 7 97.5%
LRO 129 46 5 90.1%
RRO - - -
MCO 109 38 7 97.5%
STO 256 52 7 97.5%
ASO 22 20 4 85.2%

Table 6. CPU Stack example results.



We presentdetailsin Tables4, 5, and6. As in Table3,
“Mutants” is thetotal numberof mutantsyeneratedby each
operatorincluding consistenandduplicatemutants.Since
SNO mutantsare a subsetof ENO mutants,we do notin-
clude SNO mutantsin the numberof mutantsin Table 3.
Next we givethenumberof countereamples,'CEs; found
intheSMV runs.“UTs” isthenumberof uniquetracesafter
duplicatetracesandprefixesareremoved.

We use the specification-basedoveragemetric intro-
ducedin [1]. We excludeall consistenimutants. We also
excludeall but onecopy of inconsistenmutantswhich are
semantiaduplicatesof othermutants.e.g.,thosewhich al-
ways evaluateto the sameresult. Let N be the numberof
U-l1 mutantsgeneratecdy all operatorsfor a given exam-
ple. We turn the uniquetracesfrom eachoperatorinto con-
strainedfinite statemachinesthen SMV finds which mu-
tantsarekilled. Let & bethe numberof mutantskilled. The
coverages £ .

Resultsfor RRO appearonly for Safetylnjection, since
it is the only examplewith relationaloperators.

Discussion

OROt generateghe largestnumberof mutants,but pro-
videsthe sameset of test casesas all the operatorscom-
bined.Consequentlyit has100%coverage.

SNO,ENO,andSTO eachprovide secondestcoverage.
SNO, however, generatesignificantlyfewer mutants.

MCO providesslightly lesscoveragewhile generatinga
smallnumberof mutants.As mentionedn [14], acommon
implementatiorerroris the failure to validateinput dataor
checkpreconditions. This is an MCF. SinceMCO is de-
signedto detectMCEF, its good performanceshouldnot be
surprising.

LRO generates large numberof mutantsandprovides
good coveragefor eachexample. ASO haslow coverage,
but generatesery few mutants.

In theseexampleswe foundthe following relationships
betweerthe setsof uniquetraces:

e UTsno € UToro

e UT'mco € UTsto

e UTsno € UTsto

e UTeno € UTsno

Theseresultsagreewith the analysisin Section3.1. In
particular they supportthe ideathat ORO is sufficient to

detecffaultsin ORF, SNF, andENF. ThissuggestshatSNO
andENO arenot neededf ORO is used.

4 Conclusions

It is widely acceptedhat testingis a crucial, but some-
times overlooked, part of software engineering.Develop-
ing adequateestsetsis oftena laborintensve andtedious
task. A recentmethod,combiningmutationanalysisand
modelcheclers,automaticallygeneratesompletetestsets
from formal specificationsln this paperwe reportthatwe
refinedor inventedseveralusefulspecificatiormutationop-
eratorsfor this methodand we comparedheseand other
operators.

We found that a combinationof OperandReplacement
and RelationalOperatorReplacemenmutation operators,
ORO™, hasthe mostcoverageof all the operatorsve con-
sideredbut generates large numberof mutants.The Sim-
ple ExpressionNegation Operator SNO, hasgood cover-
age,andgeneratesa smallnumberof mutants.TheMissing
ConditionOperato(MCO) hassimilarcoveraggo andgen-
eratesaboutthesamenumberof mutantsasSNO.However,
MCO may be preferredsinceit modelsmissingpredicates,
a commonprogrammingfault. The other mutationopera-
tors had poorercoverageor generatednore mutantsthan
thesethreeoperators.

The theoreticalanalysisand experimentaldataare con-
sistentwith eachother supportingour claim thatthesemu-
tation operatorsare practicalfor automaticallygenerating
completetestsetsfrom specifications.
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